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Has Changed

775% increase in breaches in
the past 4 years
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@® Records Lost
@ Reported Breaches

As businesses have moved systems to the
cloud, criminals have changed tactics
and continued their attacks.

Cloud Software Security tools are now
a must have part of an effective
cyber-defense.”
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Why is M365 Changing Al

Bad Actors are Becoming more Sophisticated

/ 4 A
Mother Of All Breaches

26 billion Records Compromised
12 Terabytes of data Exposed

Breaches by Records
Compromised

Equifax Facebook LinkedIn MOAB
Breach

88% larger than any other breach in History
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' T : . COMPUTER
It's Time To Secure Your Most Business-Critical App

-

Attacker for hire (per job)

5 $250 per job (and up)
Other Services

Ransomware Kits

H : Continuous attack supply
There is an entire A $66 upfront
eCOSystem a nd s (or 30% of the profit / affiliate model)

economy dedicated to

lbreaching M365
accounts

Compromised PCs/Devices | -

PC: $0.13 to $0.89
Mobile: $0.82 to $2.78

Spearphishing for hire
$100 to $1,000
(per successful account takeover)

Business-Critical for 95%

of Businesses

Cost has never been Stolen QSErMamme
and password pairs

LOWER
$0.97 per 1,000 (average)

MOST ATTACKED app in the Denial of Service (Bulk: $150 for 400M)
WORLD $311.88 per month
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What Has Changed with M365 and what does it Mean?

/¢ \

Big Changes over the -
last 12 months Microsoft 365

The move from DAP to GDAP means that all
users must establish new secure relationships
with in M365

GDAP

Intermediate and advanced Security
configuration features are now gated behind
Entra P1, P2 and Defender license types

Gated Security Features

GDAP uses CA policies to address access
managed and access risk. CA policies are
gated behind P1 license type.

Increased need for CA
Policies
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3 ways We Are Securing Microsoft

Prevent Brqu:hes W|th a Monitor for Breaches Be qble to recover your
Strong Security Baseline Microsoft data fast

As Microsoft says basic For the remaining 2% risk we
hygiene that is performed need to be monitoring logins

Microsoft doesn’t back up
data so we need to in the
event of ransomware or bad

routinely prevents 98% of and other activity to respond .
actors deleting your data.

breaches to threats fast.
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COMPUTER
Basic Hygiene

SERVICES LTD

The cybersecurity bell curve:

Basic security hygiene still protects P
against 98% of attacks "

98%
protection

Apply least Enable multifactor
antimalware privilege access

Utilize Keep versions Protect data
authentication up to date

|
1% Outlier attacks

|
1% Outlier attacks

Protect Data

Least Privilege Access Enable MFA

Less privileged accounts = less ~ MFA i1s the #1 defense against

Locked Down Posture = Less
vectors for breach account breach

breaches
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SERVICES LTD

Establish Proactive M365 Security Base Line

1. Reduce Risky Sign-ins J 2. Reduce Phishing 3. Reduce Data Loss

Lock Down Your M365

Audit

Instance Posture Score

Protect Users

\_ 4

Protect Your Data

£ Quick Baseline

Meet CIS Compliance

Admin MFA




Establish Reactive M365 security alerts

Monitor and Identify Threats in Real Time

C

MPUTER

SERVICES LTD

2. Protect Company Account

P Reset Password

© Unblock sign-in

[ Sign-Out of All Apps

v

o Add conditional access policy L Randy Bristol eate 06:41 AM PST
&l — dy.bristol@alt-netco.com end e Feb 0

1. Suspicious Activity Detected
N : Randy Bristol Cre 06:41 AM PST
[ Polic dy_bristol@alt-netco.com D =
ED Consent to application - s Randy Bristol Cre 07:06 AM PST
. Apphicanon onagement i ) i anc A an 25, 2024

EE Remove Delegoted Permission Grant

07:06 AM PST
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SERVICES LTD

Microsoft 365 Back Up and Disaster Recovery

&
Protect your Saa$s from: CloudAlly Backup .

Data Restore Report

Hi, @Michal!

é )
This is to confirm that we have restored your Exchange mailbox
data for @account to @account per your request.

\ J Restore from Backup Date: April 20, 2021 - 08:37 PM

{ ) Exchange Sub Services Restore Status:

— Emails Succee: ded

( )
\. J - Contacts Succee ded Recover from
[ ) H Tasks No data included for Restore SophiSticqted AtthkS

. J B Calendars s Restore X Amount of Data

Notes No data included for Restore

If you have any questions about your account BaC k U p an d R u n n i ng i n

please feel free to contact us at @account.

(SLA time)
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Schedule Your Free Microsoft
Risk Assessment Today

COMPUTER

SERVICES LTD

M365 Enhanced Security

Security Hygiene

v

v
2

v

Proactive Security Posture
Management

Reactive Threat Protection

Data Back Up
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It's Time To Secure Your Most Business-Critical App

‘g : »
Why is M365 under
Threat?

Business-Critical app for over
95% of Businesses

MOST ATACKED
app in the world

Cost has never been lower

/II
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Cost of Targeting M365

There is an entire
ecosystem and economy
dedicated to breaching
M365 accounts

H
Microsoft 365

G\ AUGMENTT

Attacker for hire (per job)

2 $250 per job (and up)
Other Services

Continuous attack supply
chain innovation

Ransomware Kits

$66 upfront

(or 30% of the profit / affiliate model)
200

Compromised PCs/Devices

PC: $0.13 to $0.89
Mobile: $0.82 to $2.78

Spearphishing for hire
$100 to $1,000
(per successful account takeover)

Stolen username
and password pairs

y . $0.97 per 1,000 (average)
Denial of Service (Bulk: $150 for 400M)

$311.88 per month
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