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The M365 Threat Landscape Has Changed 

As businesses have moved systems to the 
cloud, criminals have changed tactics 
and continued their attacks.  
Cloud Software Security tools are now 
a must have part of an effective 
cyber-defense.”

Tom  Snyder, CFO/COO, Xantrion
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Why is M365 Changing

Mother Of All Breaches

12 Terabytes of data Exposed

88% larger than any other breach in History

26 billion Records Compromised

Bad Actors are Becoming more Sophisticated  Breaches by Records 
Compromised 
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There is an entire 
ecosystem and 

economy dedicated to 
breaching M365 

accounts

Business-Critical for 95% 
of Businesses

Cost has never been 
LOWER

It’s Time To Secure Your Most Business-Critical App

MOST ATTACKED app in the 
WORLD
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What Has Changed with M365 and what does it Mean?

Big Changes over the 
last 12 months

GDAP

Gated Security Features

Increased need for CA 
Policies

The move from DAP to GDAP means that all 
users must establish new secure relationships 

with in M365 

Intermediate and advanced Security 
configuration features are now gated behind 

Entra P1, P2 and Defender license types 

GDAP uses CA policies to address access 
managed and access risk. CA policies are 

gated behind P1 license type.

All business using 
M365 as a vendor 
must reassess and 
update their M365 
environments to 

meet the new 
configuration and 
security needs of 

Microsoft.
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3 ways We Are Securing Microsoft

Prevent Breaches with a 
Strong Security Baseline

As Microsoft says basic 
hygiene that is performed 
routinely prevents 98% of 

breaches

Monitor for Breaches Be able to recover your 
Microsoft data fast

For the remaining 2% risk we 
need to be monitoring logins 
and other activity to respond 

to threats fast.

Microsoft doesn’t back up 
data so we need to in the 

event of ransomware or bad 
actors deleting your data.
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Basic Hygiene

Least Privilege Access Enable MFA Protect Data
Less privileged accounts = less 

vectors for breach
MFA is the #1 defense against 

account breach
Locked Down Posture = Less 

breaches
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Establish Proactive M365 Security Base Line

1. Reduce Risky Sign-ins 2. Reduce Phishing 3. Reduce Data Loss

Lock Down Your M365 
Instance

Protect Users

Protect Your Data

Meet CIS Compliance
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Establish Reactive M365 security alerts

1. Suspicious Activity Detected

2. Protect Company Account

Monitor and Identify Threats in Real Time 



11

Microsoft 365 Back Up and Disaster Recovery 

Hackers, Ransomware, &  Other 
Malware

Malicious Insiders

Hardware Malfunctions

Accidental Deletion

Document Retention / Compliance

Protect your SaaS from:

Restore X Amount of Data

Back Up and Running in 
(SLA time)

Recover from 
Sophisticated Attacks
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Schedule Your Free Microsoft 
Risk Assessment Today

✔

✔

✔

M365 Enhanced Security 

Security Hygiene

Proactive Security Posture 
Management 

Reactive Threat Protection

✔ Data Back Up 
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It’s Time To Secure Your Most Business-Critical App

Why is M365 under 
Threat?

Business-Critical app for over 
95% of Businesses

MOST ATACKED                     
app in the world

Cost has never been lower
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Cost of Targeting M365

There is an entire 
ecosystem and economy 
dedicated to breaching 
M365 accounts
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